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Dear Members,

Our VC Waypoints represent one aspect of our aim to constantly contribute to the improvement of flight

safety. Next to our popular links to publications of IFALPA, ECA, and EASA todays Waypoints edition

covers the following topics:

Fume Event Risk due to APU overfilling

Unmanned Aircraft Systems Policy published

B737 MAX Summit in Montreal

GNSS Vulnerabilities in Middle East Region

Evidence Based Training

We invite you to browse through the contents to learn the latest about your topic of interest.

Kind regards,

Your Team Flight Safety
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Fume Event Risk due to APU overfilling

Cabin air quality and toxic contamination of cabin air are still a

major problem in everyday flight operations. Our Flight Health

& Environment working group is constantly working on

On A320 aircraft an APU oil overfill may occur when batteries are switched off too early after APU

shutdown. According to normal procedures the batteries should be switched off after the APU door is

closed. However, when switching off batteries too early, APU oil may not completely flow back into the

sump and remains in the APU. Refilling APU oil under the above conditions up to the “FULL” mark may

result in a sump overflow upon starting the APU the next time. APU oil thus may run into the APU

casing with the potential to contaminate bleed air.

Therefore, we recommend to wait at least two minutes after APU shutdown is indicated on the display

before batteries are switched off.

More information on contaminated cabin air and the Fume Event Guide is available on our Fume

Event website.

Unmanned Aircraft Systems Policy published

Unmanned Aircraft Systems (UAS) are still one of the fastest

growing sectors of air transportation. Therefore, our Remotely

Piloted Aircraft Systems working group has published a new

policy on UAS. The policy includes VC's fundamental position,

recommendations and requirements for the safe operation and

integration of UAS into the existing air traffic system.

B737 MAX Summit in Montreal

IFALPA's president Captain Jack Netskar reports from the second

B737 MAX Summit. The purpose of this meeting, which was

attended by Boeing, major airlines, regulators,  ICAO, IFALPA,

CAE and other stakeholders was to identify the challenges and

gain understanding of a roadmap to bring the B737 MAX back to

operation in the safest and most efficient manner possible. 

https://www.vcockpit.de/index.php?id=3565
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GNSS Vulnerabilities in MID Region

With a Safety Bulletin IFALPA refers to a Safety Adivory of the

Regional Aviation Safety Group for the Middle East Region

Evidence Based Training

ECA has published a position paper for the implementation of

Evidence Based Training (EBT). The availability of data

containing flight operations and training activity has improved

substantially and ECA supports the implementation of EBT as a

logical next step to update current training practices. However,

ECA has addressed some concerns that could have negative

consequences on the quality of future pilot training. Key concerns

and comments thereto are provided in ECA’s position paper.

IFALPA, ECA and EASA News

We would like to draw particular attention to the following position papers and publications:

IFALPA

Hajj Pilgrimage season started: Safety Bulletin and AIRAC

Awareness of Airspace Classification: Briefing Leaflet

Increasing Commercial Space Operations: Position Paper

Inter Pilot Journal 03/19

ECA

Summer fatigue alert

Age Limitations for CAT Pilots

Single Pilot Operation

EASA

EU wide rules on drones

Safety precautions regarding the transportation of recalled portable electronic devices

As we continuously strive to improve our Waypoint we require and seek your feedback. Please forward

https://www.vcockpit.de/index.php?id=3565
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your inputs to flightsafety@vcockpit.de or just use the reply function of your mail provider should you

have any suggestions for improvement, tips, or wishes regarding topics to address. We will do our best

to keep the Waypoints as informative and interesting as possible for your convenience.

©2019 Vereinigung Cockpit e.V. Impressum Datenschutz Abbestellen
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B737 Max Summit, Montreal, Canada

IFALPA Editorial
Captain Jack Netskar, President

In March 2019, regulators and airlines around the 
world grounded the B737 MAX passenger aircraft 
after two nearly new aircraft tragically crashed less 
than five months apart, killing all 346 passengers 
and crew. The accidents befell Lion Air Flight 610 
on October 29, 2018 and Ethiopian Airlines Flight 
302 on March 10, 2019.

Ethiopian Airlines was first to ground the aircraft, 
effective the day of the accident. On March 11, the 
aircraft’s airworthiness was publicly reaffirmed by 
its certifying agency, the US Federal Aviation Ad-
ministration. The same day, the CAA of China was 
the first regulator to order the MAX grounding. 

In the next two days, most other airlines and reg-
ulators around the world grounded it as well. On 
March 13, the FAA was one of the last agencies 
to ground the MAX, citing similarities between the 
two crashes. In total, 387 airplanes were grounded.

From the time the B737 MAX was grounded un-
til today, countless news articles, television/radio 
broadcasts, PRs, aviation expert commentary and 
so-called experts have been produced. Informa-
tion has been provided about the relationship be-
tween regulators and the manufacturer regarding 
withholding important information about the air-
craft type, about the cost pressures that challenge 
flight safety as priority number 1, about problem-
atic issues concerning internal reporting, etc. 

For IFALPA, it is important to maintain credibility in 
our statements and positions as safety profession-
als. We must, therefore, seek information from the 

primary source, and, at the same time, keep track 
of what our Member Associations and the com-
munity at large bring forward.

As part of this information gathering, IFALPA has, 
among other things, met with representatives of 
Boeing for three separate briefings. Most recently, 
we attended the IATA B737 MAX 2nd Summit in 
Montreal, just last week. 

The purpose of this exceptional meeting, attended 
by 18 airlines, 9 regulators, Boeing, ICAO, IFALPA, 
CAE, lessors, and other relevant stakeholders, was 
to identify the challenges and gain a common un-
derstanding of a roadmap to bring the B737 MAX 
back to operation in the safest, most efficient, and 
timely manner possible.

The big question amongst all stakeholders, includ-
ing IFALPA, is the “return to service” process. Views 
on this will vary depending on who you talk to, but 
for us the priorities are clear:

1. The technical challenges must be remedied 
and satisfy established safety standards;

2. The regulatory processes must take place in a 
way that prevents a greater degree of self-reg-
ulation and removal of factors for different un-
derstanding of the systems;

3. The training must be adequate and relevant 
information about the flight systems must be 
available.

The absence of one or more of these points will 
result in a lack of trust, and that is precisely where 
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we have been, and still partially remain. It was 
therefore fruitful that the three main contributions 
came from Boeing, the FAA, and CAE. 

Point 1 is technically being solved by Boeing and 
approved by the FAA. MCAS is one component of 
the Speed Trim System (STS). The technical fix is 
based on new software/Flight control law in the 
737 MAX flight control computer. This will provide 
similar flaps-up protection to the already existing 
flaps-down 737NG STS. IFALPA is confident that 
all parts of the system are being reviewed and se-
cured. Boeing as a company cannot withstand an-
other accident.

Point 2 has been a concern at IFALPA for a long 
time. We have a long-standing cooperation with 
OEMs through, among others, the ADO Commit-
tee, but we have no formal lines to Certifying state 
and therefore have less insight into the processes 
surrounding certifying types. This process takes 
place between the individual state CAA and OEM. 
IFALPA and our MAs are related to the CAAs more 
on the oversight part. This means that we must rely 
on Certifying state and aircraft manufacturers to 
do a qualitatively good job and ensure that assess-
ments are based on flight safety and not selling 
points. Are we creating software fixes to be able 
to sell an aircraft as one type to reduce required 
training? It is an important question to ask.

The FAA is focused on providing Safe and Compli-
ant Aircraft Design and changes to MCAS design 
on one hand and the return-to-service process on 
the other. EASA, TCCA, and ANAC have a commit-
ment to collaborative process with the FAA for cer-
tification, pilot training, and ungrounding. Given 
the reduced degree of trust that exists for both the 
manufacturer and the regulator, it will be crucial 
that all these regulators, as well as China, reach an 
agreement before the aircraft is put into service. 

It would be very problematic politically to argue 
that the aircraft is safe when someone does not 
approve parts of the changes and does not return 
it to service. What is important to understand is 
that only the FAA certifies Boeing, while all other 
regulators validate this process.    

“In a world 
of growing 
competitions, we 
need to improve 
and increase the 
amount of training 
a professional 
pilot receives, not 
diminish it. The 
gradual erosion of 
training time will 
have a delayed 
effect as the older 
generation of pilots 
leave the left seat 
and take their 
experience with 
them.”
IFALPA Pilot 
Training Standards 
Manual
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gradual erosion of training time will have a delayed 
effect as the older generation of pilots leave the left 
seat and take their experience with them.” 
(https://bit.ly/2J3ikYI)

The opportunities for varied and customized train-
ing were presented well by CAE during the meet-
ing, but investments by the operators are required, 
and regulators must be able to withstand the cost 
perspective in their assessments. Based on Boe-
ing’s prediction of the need for 600,000 new pilots 
over the next 20 years, this becomes increasingly 
important to maintain future requirements for the 
flight safety standard.

As I mentioned, it all comes down to trust. Trust 
towards the regulator, trust towards the manufac-
turer, trust towards the operator. At the Summit, 
all the stakeholders from IATA, FAA, and Boeing, to 
Regulators and ICAO, pointed to the pilots as the 
main symbol of trust for the public. IFALPA will, in 
a trustworthy and reliable way, contribute to the 
process of return-to-service of the MAX, but always 
with a view to safer skies as our main goal, in this 
and in all our ventures. 

What is IFALPA’s position on the MAX at this mo-
ment? We are doing our utmost to validate the pro-
cess; we cannot presently approach the public with 
a clean bill , but will, if and when we feel comfort-
able to do so.

In this context, it is important that IFALPA coordi-
nate our input to the FAA, EASA, Transport Cana-
da, and ANAC, on a global level. 

Normally, the inputs would come separately, 
through each national MA, without much use of 
IFALPA. However, in this context, we believe it is 
very important to align in the same way as the 
regulators do.

Point number 3, Training. This is an extremely im-
portant part of the whole problem. We have seen 
that the requirements for training and qualifica-
tion have gradually been reduced over the last 
decades for economic reasons. Some will argue 
that new technology and reduced fail margins and 
frequencies mean that the need for training is not 
the same as it once was. 

But it is precisely because systems have become 
increasingly complex and failures occur less often 
that there is a need for more and relevant training. 
As type training is recommended by the OEM and 
approved by the regulator; I firmly believe that, as 
a profession, we should have a greater say in this 
process. 

As IFALPA’s Pilot Training Standards Manual States, 
“In a world of growing competitions, we need to 
improve and increase the amount of training a 
professional pilot receives, not diminish it. The 

“It all comes down to trust. Trust towards the regulator, 
trust towards the manufacturer, trust towards the 
operator. At the Summit, all the stakeholders from 
IATA, FAA, and Boeing, to Regulators and ICAO, 
pointed to the pilots as the main symbol of trust for 
the public.” 

https://bit.ly/2J3ikYI
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GNSS Vulnerabilities
The Regional Aviation Safety Group for the Middle East Region (RASG-MID) has issued a Safety Advisory con-
cerning GNSS Vulnerabilities and provided guidance material to mitigate the safety and operational impact of 
GNSS service disruption.  The Safety Advisories are issued to encourage States and aviation Stakeholders to 
adopt practices that mitigate major aviation safety risks in the Middle East Region as identified through the 
analysis of regional safety data.

GNSS supports positioning, navigation, and timing (PNT) applications. GNSS is the foundation of Performance 
Based Navigation (PBN), automatic dependent surveillance – broadcast (ADS-B) and automatic dependent 
surveillance – contract (ADS-C). GNSS also provides a common time reference used to synchronize systems, 
avionics, communication networks and operations, and supports a wide range of non-aviation applications.

With the increasing dependence on GNSS, it is important that GNSS vulnerabilities be properly addressed. This 
RASG-MID Safety Advisory provides guidance on a set of mitigation measures that States would deploy to 
minimize the GNSS vulnerabilities impact on safety and air operations. The RSA-14 also includes the regional 
reporting and monitoring procedures of GNSS anomaly with the aim to analyze the threat and its impact on 
performance and assess the effectiveness of the mitigation measures in place.

There are two types of GNSS Interference Sources; Intentional and Unintentional sources. The latter is not con-
sidered a significant threat, provided that States exercise proper control and protection over the electromag-
netic spectrum for both existing and new frequency allocations. Solar Effect, Radio Frequency Interference, and 
On-board systems are examples of Unintentional GNSS interference sources. However, the Intentional sources 
such as jamming and spoofing are considered serious threats to the continued safety of air transport.

The success of many of the countermeasures is dependent on having a detailed understanding of the threats. 
In order to establish this understanding and to maintain an up-to-date knowledge of the threats, in terms of 
both types and number of threats, it is necessary for States to monitor the threat environment and the impact 
on performance.

The Air Navigation Service Provider (ANSP) must be prepared to act when anomaly reports from aircraft or 
ground-based units suggest signal interference. If an analysis concludes that interference is present, ANS pro-
viders must identify the area affected and issue an appropriate NOTAM.

From the perspective of the aircrew, a GNSS anomaly occurs when navigation guidance is lost or when it is not 
possible to trust GNSS guidance. In this respect, an anomaly is similar to a service outage. An anomaly may 
be associated with a receiver or antenna malfunction, insufficient satellites in view, poor satellite geometry, or 
masking of signals by the airframe. The perceived anomaly may also be due to signal interference, but such a 
determination requires detailed analysis based on all available information.
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In case of GNSS anomaly detected by aircrew, 

PILOT ACTIONS SHOULD INCLUDE:
• reporting the situation to ATC as soon as practicable and requesting special handling as required;
• filing the GNSS Interferance Reporting Form (page 3-4 of this document), and forwarding information 

to the IATA MENA sfomena@iata.org and ICAO MID Office icaomid@icao.int as soon as possible, including 
a description of the event (e.g. how the avionics failed/reacted during the anomaly).

CONTROLLER ACTIONS SHOULD INCLUDE:
• recording minimum information, including aircraft call sign, location, altitude, and time of occurrence;
• cross check with other aircraft in the vicinity;
• broadcasting the anomaly report to other aircraft as necessary;
• notify the AIS Office in case NOTAM issuance is required and enable the fallback mode and implement 

related procedure and process (contingency measures).

ANSP ACTIONS SHOULD INCLUDE:
• ensuring the issuance of appropriate advisories and NOTAM, as necessary;
• attempting to locate/determine the source of the interference if possible;
• notifying the agency responsible for frequency management (the Telecommunication Regulatory Authority);
• locating and eliminating source in cooperation with local regulatory & enforcement Authorities;
• tracking and reporting all activities relating to the anomaly until it is resolved; and
• reviewing the effectiveness of the mitigation measures for improvement.

MID OFFICE ACTIONS SHOULD INCLUDE:
• collecting anomaly-related information and determining the course of action required to resolve reported 

anomalies;
• follow-up with State having interference incident to ensure implementation of required corrective actions;
• coordinate with concerned adjacent ICAO Regional Office(s) to follow-up with States under their accredita-

tion areas, when needed; and
• Communicate with ITU Arab Office and Arab Spectrum Management Group to resolve frequent interfer-

ence incidents, when needed.

A copy of the ICAO MID-Region Guidance Material Related to GNSS Vulnerabilities is available from the IFALPA 
Regional Officer, Carole Couchman, carolecouchman@ifalpa.org.

Please find GNSS Interferance Reporting Form on page 3-4 of this document. 
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Appendix A 
 

1. GNSS interference reporting form to be used by pilots 
* Mandatory field 

Originator of this Report:  

Organisation:  

Department:  

Street / No.:  

Zip-Code / Town:  

Name / Surname:  

Phone No.:  

E-Mail:  

Date and time of report  

 

Description of Interference 

*Affected GNSS Element 

 

 

 

 

 

 

[ ] GPS 

[ ] GLONASS 

[ ] other constellation 

[ ] EGNOS 

[ ] WAAS 

[ ] other SBAS  

[ ] GBAS (VHF data-link  for GBAS) 

Aircraft Type and Registration:  

 

 

Flight Number:   

*Airway/route flown:  
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Coordinates of the first point of 
occurrence / Time (UTC): 

UTC:    Lat:  Long:  

Coordinates of the last point of 
occurrence / Time (UTC): 

UTC:    Lat:   Long: 

*Flight level or Altitude at 
which it was detected and phase 
of flight: 

 

Affected ground station  

(if applicable) 

 

Name/Indicator; 

 [e.g. GBAS] 

 

*Degradation of GNSS 
performance: 

 

 

 

 

 

[ ] Large position errors (details): 

[ ] Loss of integrity (RAIM warning/alert): 

[ ] Complete outage (Both GPSs), 

[ ] Loss of GPS1 or Loss of GPS 2  

 [ ] Loss of satellites in view/details: 

[ ] Lateral indicated performance level changed from:___to 
___ 

[ ]Vertical indicated performance level changed from: __ to __ 

[ ] Indicated Dilution of Precision changed from __ to__ 

[ ] information on PRN of affected satellites (if applicable) 

[ ] Low Signal-to-Noise (Density) ratio  

[ ] Others  

*Problem duration:  [ ] continuous for 20 minutes 

[ ] intermittent 

Note: Only applicable fields need to be filled! 
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Disclaimer 
 
This document has been compiled by the MID Region civil aviation stakeholders to mitigate the safety and 
operational impact of GNSS service disruption. It is not intended to supersede or replace existing materials 
produced by the National Regulator or in ICAO SARPs. The distribution or publication of this document 
does not prejudice the National Regulator’s ability to enforce existing National regulations. To the extent of 
any inconsistency between this document and the National/International regulations, standards, 
recommendations or advisory publications, the content of the National/International regulations, standards, 
recommendations and advisory publications shall prevail. 
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  ACRONYMS 

ABAS AIRCRAFT BASED AUGMENTATION SYSTEM 
ADS-B 
AHRS 

AUTOMATIC DEPENDENT SURVEILLANCE-BROADCAST 
ATTITUDE AND HEADING REFERENCE SYSTEMS 

ANS AIR NAVIGATION SERVICES 
ATC AIR TRAFFIC CONTROLLER 
DME DISTANCE MEASURING EQUIPMENT 
EGPWS ENHANCED GROUND PROXIMITY WARNING SYSTEM 
FIR FLIGHT INFORMATION REGION 
FMS FLIGHT MANAGEMENT SYSTEM 
GBAS GROUND BASED AUGMENTATION SYSTEM 
GLONASS GLOBAL NAVIGATION SATELLITE SYSTEM 
GNSS GLOBAL NAVOGATION SATELLITE SYSTEM 
GPS GLOBAL POSITION SYSTEM 
HAL HORIZONTAL ALERT LIMIT 
ILS INSTRUMENT LANDING SYSTEM 
IRS INERTIAL REFERENCE SYSTEM 
ITU INTERATIONAL TELECOMMUNICATION UNION 
MIDANPIRG MID AIR NAVIGATION PLANNING AND IMPLEMENTATION GROUP 
NAV NAVIGATION 
NOTAM NOTICE TO AIRMEN 
PBN PERFORMANCE BASED NAVIGATION 
POS POSITION 
RAIM RECEIVER AUTONOMOUS INTEGRITY MONITORING 
RF RADIO FREQUENCY 
RNAV AREA NAVIGATION 
RNP REQUIRED NAVIGATION PERFORMANCE 
SBAS SPACE BASED AUGMENTATION SYSTEM 
TAWS TERRAIN AVOIDANCE WARNING SYSTEM 
TSO TECHNICAL STANDARD ORDER 
VHF VERY HIGH FREQYENCY 
VNAV VERTICAL NAVIGATION 
VOR VERY HIGH OMNI DIRECTIONAL RADIO RANGE 
WAAS WIDE AREA AUGMENTATION SYSTEM 
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GNSS VULNERABILITIES 
 
 
1.  INTRODUCTION 
 
GNSS supports positioning, navigation and timing (PNT) applications. GNSS is the foundation of 
Performance Based Navigation (PBN), automatic dependent surveillance – broadcast (ADS-B) and 
automatic dependent surveillance – contract (ADS-C). GNSS also provides a common time reference used 
to synchronize systems, avionics, communication networks and operations, and supports a wide range of 
non-aviation applications. 
 
GNSS Vulnerability has been identified as a safety issue and one of the main challenges impeding the 
implementation of PBN in the MID Region. The sixteenth meeting of the MID Air Navigation planning 
and Implementation Regional Group (MIDANPIRG/16Kuwait, 13-16 February 2017) recognized the 
impact of the GNSS signal interference and vulnerabilities and agreed that the subject should be addressed 
by the Regional Aviation Safety Group-Middle East (RASG-MID) in order to agree on measures to ensure 
effective reporting of GNSS interferences, which could be mandated by the States’ regulatory authorities. 
The meeting invited the RASG-MID to consider the development of a RASG-MID Safety Advisory (RSA) 
related to GNSS vulnerabilities, highlighting the Standard Operating Procedures (SOP) for pilots, including 
the reporting procedures. 
 
The RASG-MID/6 (Bahrain, 26 – 28 September 2017) agreed that IATA and ICAO MID Office should 
develop a RSA on GNSS vulnerabilities. 

 
With the increasing dependence on GNSS, it is important that GNSS vulnerabilities be properly addressed. 
This Safety Advisory provides guidance on set of mitigation measures that States would deploy to 
minimize the GNSS vulnerabilities impact on safety and air operation. The RSA also includes the regional 
reporting and monitoring procedures of GNSS anomaly with the aim to analyze the threat and its impact on 
performance, and assess the effectiveness of the mitigation measures in place. 
 
2.  DESCRIPTION 
 
Dependence on GNSS is increasing as GNSS is used for an ever-expanding range of safety, security, 
business and policy critical applications. GNSS functionality is being embedded into many parts of critical 
infrastructures. Aviation is now dependent on uninterrupted access to GNSS positioning, navigation and 
timing (PNT) services. 
 
Aviation relies heavily on GNSS for area navigation and precision approach. Aircraft avionics such as the 
Flight Management Systems (FMS) require GNSS timing for a large number of onboard functions 
including Terrain Avoidance Warning System (TAWS) or Enhanced Ground Proximity Warning Systems 
(EGPWS). Onboard avionics are highly integrated on commercial aircraft and are very dependent on GNSS 
timing data. At the same time, GNSS vulnerabilities are being exposed and threats to denial of GNSS 
services are increasing. 
 
There are several types of threat that can interfere with a GNSS receiver’s ability to receive and process 
GNSS signals, giving rise to inaccurate readings, or no reading at all, such as radio frequency interference, 
space weather induced ionospheric interference, solar storm, jamming and spoofing. The disruption of 
GNSS, either performance degradation in terms of accuracy, availability and integrity or a complete 
shutdown of the system, has a big consequence in critical infrastructure. For example, local interference in 
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an airport could degrade position accuracy or lead to a total loss of the GNSS based services, which could 
put safety of passengers in jeopardy.  
There are two types of GNSS Interference Sources; Intentional and Unintentional sources, the latter is not 
considered a significant threat provided that States exercise proper control and protection over the 
electromagnetic spectrum for both existing and new frequency allocations. Solar Effect, Radio Frequency 
Interference and On-board systems are examples of Unintentional GNSS interference sources. However, 
the Intentional sources such as Jamming and spoofing are considered as serious threats to the continued 
safety of air transport. 

 
GNSS Jamming occurs when broadcasting a strong signal that overrides or obscures the signal being 
jammed. The GNSS jamming might occur deliberately by a military activity or by Personal Privacy 
Devices (PPDs). GNSS jamming has caused several GNSS outages in the MID Region. 

 
In some States, military authorities test the capabilities of their equipment and systems occasionally by 
transmitting jamming signals that deny GNSS service in a specific area. This activity should be coordinated 
with State spectrum offices, Civil Aviation Authorities and ANS providers. Military and other authorities 
operating jamming devices should coordinate with State/ANS providers to enable them to determine the 
airspace affected, advise aircraft operators and develop any required procedures. 

 
Spoofing is another source of intentional GNSS Interference, which is a deliberate interference that aims to 
mislead GNSS receivers into general false positioning solution. 
 
Detailed information about the GNSS Implementation and Vulnerabilities can be found in MID DOC 010 – 
The Guidance on GNSS implementation in the MID Region. 
 
3.  RISK ASSESSMENT  
 
The risk assessment covers affected operations during en-routre, terminal, and approach phase of flights. In 
addition, the aircraft impact at table (1), which presents an overview of different potential impacts from 
GNSS interference, needs to be considered for risk assessment. 
 
Understanding the different types of threat and how likely they are to occur is key to conducting an 
accurate risk assessment. Broadly, the threat types break down as follows: 
 
Threat 
Source 

Threat Type Description Impact on the User 

Solar 
Storms 

Unintentional Electromagnetic interference 
from solar flares and other solar 
activity “drowns out” the satellite 
signals in space. 
 

Loss of signal, or range errors 
affecting the accuracy of the location 
or timing information. 

Jamming Intentional Locally-generated RF 
interference is used to “drown 
out” satellite signals. 

Loss of signal (if the jammer is 
blocking out all satellite signals) or 
range errors affecting the accuracy of 
the location or timing information  
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Spoofing Intentional Fake satellite signals are 
broadcast to the device to fool it 
into believing it is somewhere 
else, or at a different point in 
time. 

False location and time readings, with 
potentially severe impacts on 
automated and autonomous devices 
and devices that rely on precise 
GNSS timing. 
 

RF 
Interference 

Unintentional Noise from nearby RF 
transmitters (inside or outside the 
device) obscures the satellite 
signals. 

Loss of signal (if the transmitter is 
blocking out all satellite signals) or 
range errors affecting the accuracy of 
the location reading (if the receiver is 
at the edge of the transmitter’s range). 

Signal 
Reflection 

Unintentional Reflection due objects such as 
buildings 

GNSS signals can reflect off relatively 
due to distant objects, such as buildings, 
which would cause gross errors in 
position accuracy if the receiver falsely 
locks onto the reflected signal instead of 
the direct signal 

User Error Unintentional Users over-rely on the GNSS 
data they are presented with, 
ignoring evidence from other 
systems or what they can see. 

Can lead to poor decision-making in a 
range of scenarios  
 

Table 1: Threats types 

 
Depending on the nature of the interference and the nature of the application, a user may be affected in 
several ways; the impact may range from a small nuisance to an economic, operational or a safety impact. 
The detailed risk assessment methodology is addressed at Appendix B.  
 
 
4.  MITIGATION STRATEGIES 
 
To minimize the risks associated with GNSS vulnerabilities, several mitigation strategies can be deployed 
to reduce the likelihood and impact of the threat. 
 
4.1  REDUCING THE LIKELIHOOD OF GNSS INTERFERENCES 
 
The likelihood of interference depends on many factors such as population density and the motivation of 
individuals or groups in an area to disrupt aviation and non-aviation services. To reduce the likelihood of 
GNSS interference, the following measures may be applied: 

 
a) Effective spectrum management; this comprises creating and enforcing regulations/laws that 

control the use of spectrum and carefully assessing applications for new spectrum allocations. 
 

b) The introduction of GNSS signals on new frequencies will ensure that unintentional 
interference does not cause the complete loss of GNSS service (outage) although enhanced 
services depending upon the availability of both frequencies might be degraded by such 
interference. 
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c) State should forbid the use of jamming and spoofing devices and regulate their importation, 
exportation, manufacture, sale, purchase, ownership and use; they should develop and enforce 
a strong regulatory framework governing the use of intentional radiators, including GNSS 
repeaters, pseudolites, spoofers and jammers. The enforcement measures include: 

 
- detection and removal of jammers / interference sources; and  
 - direct or indirect detection (e.g. use of dedicated interference detection equipment). 
 

d) Education activities to raise awareness about legislation and to point out that ‘personal’ 
jammers can have unintended consequences.  

 
e) Multi-constellation GNSS would allow the receiver to track more satellites, reducing the 

likelihood of service disruption. 
 
4.2  REDUCING THE IMPACT OF THE GNSS VULNERABILITIES  

 
The GNSS signal disruption cannot be ruled out completely and States/ANSPs must be prepared to deal 
with loss of GNSS signals, and that States conduct risk assessment and implement mitigation strategies. 
The risk and impacts from these threats can be managed by evaluating the growing threat of GNSS 
interference, jamming and spoofing. 
 
The disruption of GNSS signals will require the application of realistic and effective mitigation strategies 
to both ensure the safety and regularity of air services and discourage those who would consider disrupting 
aircraft operations. There are three principal methods, which can be applied in combination: 
 

a) taking advantage of on-board equipment, such as Inertial Reference System (IRS); 
 

IRS provides a short-term area navigation capability after the loss of GNSS updating. Many air transport 
aircraft are equipped with IRS and these systems are becoming more affordable and accessible to operators 
with smaller, regional aircraft. Most of these systems are also updated by DME.  

 
b) Development of contingency procedures and processes to enable operations in a fallback mode 

in case of loss of GNSS (aircrew and/or ATC). 
 
Procedural (aircrew or ATC) methods can provide effective mitigation in combination with those described 
above, taking due consideration of: 
 

 the airspace classification; 
 the available ATC services (radar or procedural); 
 the avionics onboard  
 aircrew and air traffic controller workload implications; 
 the impact that the loss of GNSS will have on other functions, such as ADS-B 
based surveillance; and 
 the potential for providing the necessary increase in separation between aircraft in 
the affected airspace. 

 
c) taking advantage of conventional navigation aids and radar, conventional aids can provide 

alternative sources of guidance.  
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The regulator should conduct safety oversight of the service provider’s GNSS based Services and validate 
the safety aspects of mitigation strategies, considering the impact on ATM operations. Details on Risk 
assessment process including some examples are at Appendix B. 
 
The data analysis of the reported GNSS vulnerabilities for the period January 2015to June 2018 showed 
that the impact of the GNSS interference on Aircraft Operations in the MID Region were as follows: 
 

1. Loss of GPS1 (fault)/ Loss of GPS2 (fault) 

2. Observation of “Map shift” on Navigation display 

3. Switching to an alternative navigation mode (IRS displayed, VOR/DME) 

4. Degraded PBN Capability (NAV Unable RNP)  

5. GPS POS Disagree 

6. EGPWS warning 

7. ADS-B Traffic triggered 

 
5.  MONITORING 
 
The success of many of countermeasures is dependent on having a detailed understanding of the threats. In 
order to establish this understanding and to maintain an up-to-date knowledge of the threats - in terms of 
both types and number of threats – it is necessary to States to monitor the threat environment and the 
impact on performance. 
 
Monitoring and reporting is required to inform stakeholders of the threats that exist. This would help 
directly with enforcement (detecting and removing sources of interference) as well as monitoring the 
response to changes in legislation or education activities.  
 
Receiver autonomous integrity Monitoring (RAIM) provides integrity monitoring by detecting the failure 
of a GNSS satellite. It is a software function incorporated into GNSS receivers.  
 
In the event of GNSS performance degrading to the point where an alert is raised, or other cause to doubt 
the integrity of GNSS information exists, the pilot in command must discontinue its use and carry out 
appropriate navigation aid failure procedures. Should RAIM detect an out-of-tolerance situation, an 
immediate warning will be provided. When data integrity or RAIM is lost, aircraft tracking must be closely 
monitored against other available navigation systems. 
 
States may consider the deployment of GNSS threat monitoring system, which allows monitoring of local 
GNSS interference environment; signal recording and monitoring for situational awareness of any drop in 
signal quality or signal outage and ground validation of GNSS-based flight procedures. The detection 
equipment may include localization utilities. 
 
With reference to ICAO Doc 9849:  
 
Given the variety of avionics designs, one service status model cannot meet all operators’ requirements. A 
conservative model would produce false alarms for some aircraft. A less conservative model would lead to 
missed detection of a service outage for some and false alarms for others. Regardless, only the aircrew, not 
ATC, is in a position to determine whether, for example, it is possible to continue an ABAS-based 
instrument approach. In contrast, ATC has access to ILS monitor data and can deny an ILS approach 
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clearance based on a failure indication. The real time monitor concept is neither practical nor required for 
GNSS ABAS operations. It may be practical for SBAS and GBAS, but implementation would depend on a 
valid operational requirement. 
Aircraft operators with access to prediction software specific to their particular ABAS/RAIM avionics will 
find it advantageous to employ that software rather than use the general notification service. In the case of 
SBAS and GBAS, operators will rely on service status notifications. 
 
 6.  REPORTING 

 
ANSP must be prepared to act when anomaly reports from aircraft or ground-based units suggest signal 
interference. If an analysis concludes that interference is present, ANS providers must identify the area 
affected and issue an appropriate NOTAM. 
 
From the perspective of the aircrew, a GNSS anomaly occurs when navigation guidance is lost or when it is 
not possible to trust GNSS guidance. In this respect, an anomaly is similar to a service outage. An anomaly 
may be associated with a receiver or antenna malfunction, insufficient satellites in view, poor satellite 
geometry or masking of signals by the airframe. The perceived anomaly may also be due to signal 
interference, but such a determination requires detailed analysis based on all available information. 
 
 In case of GNSS anomaly detected by aircrew, Pilot action(s) should include: 

a)  reporting the situation to ATC as soon as practicable and requesting special handling as 
required; 

b)  filing a GNSS Interference Report using the Template at Appendix A, and forwarding 
information to the IATA MENA (sfomena@iata.org) and ICAO MID Office 
(icaomid@icao.int) as soon as possible, including a description of the event (e.g. how the 
avionics failed/reacted during the anomaly). 

 
Controller action(s) should include: 

a) recording minimum information, including aircraft call sign, location, altitude and time of 
occurrence; 

b) cross check with other aircraft in the vicinity;   
c) broadcasting the anomaly report to other aircraft, as necessary; 
d) notify the AIS Office in case NOTAM issuance is required; and enable the fallback mode and 

implement related procedure and process (contingency measures). 
 

ANSP action(s) should include: 
a) ensuring the issuance of appropriate advisories and NOTAM, as necessary; 
b) attempting to locate/determine the source of the interference, if possible;  
c) notifying the agency responsible for frequency management (the Telecommunication 

Regulatory Authority); 
d) locate and eliminate source in cooperation with local regulatory & enforcement Authorities;  
e) tracking and reporting all activities relating to the anomaly until it is resolved; and 
f) review the effectiveness of the mitigation measures for improvement. 
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ICAO MID Office action(s) should include: 
a) collect anomaly related information and determine the course of action required to resolve 

reported anomalies;  
b) follow-up with State having interference incident to ensure implementation of required 

corrective actions;  
c) coordinate with concerned adjacent ICAO Regional Office(s) to follow-up with States under 

their accreditation areas, when needed; and 
d) Communicate with ITU Arab Office and Arab Spectrum Management Group to resolve 

frequent interference incidents, when needed. 
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Appendix A 
 

1. GNSS interference reporting form to be used by pilots 
* Mandatory field 

Originator of this Report:  

Organisation:  

Department:  

Street / No.:  

Zip-Code / Town:  

Name / Surname:  

Phone No.:  

E-Mail:  

Date and time of report  

 

Description of Interference 

*Affected GNSS Element 

 

 

 

 

 

 

[ ] GPS 

[ ] GLONASS 

[ ] other constellation 

[ ] EGNOS 

[ ] WAAS 

[ ] other SBAS  

[ ] GBAS (VHF data-link  for GBAS) 

Aircraft Type and Registration:  

 

 

Flight Number:   

*Airway/route flown:  
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Coordinates of the first point of 
occurrence / Time (UTC): 

UTC:    Lat:  Long:  

Coordinates of the last point of 
occurrence / Time (UTC): 

UTC:    Lat:   Long: 

*Flight level or Altitude at 
which it was detected and phase 
of flight: 

 

Affected ground station  

(if applicable) 

 

Name/Indicator; 

 [e.g. GBAS] 

 

*Degradation of GNSS 
performance: 

 

 

 

 

 

[ ] Large position errors (details): 

[ ] Loss of integrity (RAIM warning/alert): 

[ ] Complete outage (Both GPSs), 

[ ] Loss of GPS1 or Loss of GPS 2  

 [ ] Loss of satellites in view/details: 

[ ] Lateral indicated performance level changed from:___to 
___ 

[ ]Vertical indicated performance level changed from: __ to __ 

[ ] Indicated Dilution of Precision changed from __ to__ 

[ ] information on PRN of affected satellites (if applicable) 

[ ] Low Signal-to-Noise (Density) ratio  

[ ] Others  

*Problem duration:  [ ] continuous for 20 minutes 

[ ] intermittent 

Note: Only applicable fields need to be filled! 
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Appendix B 

Risk Assessment 
 

Threats and vulnerabilities 
A threat assessment should be performed to determine the best approaches to securing a GNSS against a 
particular threat. Penetration testing exercises should be conducted to assess threat profiles and help 
develop effective countermeasures.  

Table (B1) presents an overview of different potential impacts from GNSS interference. This is a snapshot 
of impacts based on input from two manufacturers and not intended to be a comprehensive list of all 
impacts: 
 
Effect Affected 

Operation
Impact 

Loss of 
GNSS- 
based 
navigation 

Enroute/ 
Terminal/ 
Approach  

Aircraft with Inertial Reference Unit (IRU) or Distance Measuring 
Equipment (DME)/DME may have degraded RNP/RNAV. 

Aircraft may deviate from the nominal track 

May increase workload on aircrew and ATC 

May result in missed approach or diverting to other runway in case the 
aerodrome operating minima cannot be met through conventional precision or 
visual approaches.  

Conventional ATS routes, SIDs and STARs would be used. 

 

Larger than 
normal GNSS 
position 
errors prior to 
loss of GNSS 

Enroute/ 
Terminal/ 
Approach  

Interference could cause the GNSS position to be pulled off but not exceed 
the HAL (2NM , 1NM, 0.3NM for enroute, terminal and approach phases, 
respectively). 

 

Loss of 
EGPWS/  
TAWS 

Enroute/ 
Terminal/ 
Approach 

Reduced situational awareness and safety for equipped aircraft. Terrain 
Awareness and Warning System (TAWS) is required equipment for turbine-
powered airplanes > 6 passengers.  
 
Loss of GPS results in loss of terrain/obstacle alerting. Position errors as GPS 
degrades can result in false or missed alerts. 

Loss of GPS 
aiding to 
AHRS 

Flight 
Control 

Can result in degradation of AHRS pitch and roll accuracy with potential 
downstream effects such as was experienced by a Phenom 300 flight. 
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Loss of 
GNSS to 
PFD/MFD 

All flight 
phases 

Can result in: 
-Loss of synthetic vision display and flight path marker on PFD 
-Loss of airplane icon on lateral and vertical electronic map 

displays, georeferenced charts, and airport surface maps 
without DME-DME or IRU 

-Loss of airspace alerting and nearest waypoint information 
without DME-DME or IRU 

Overall loss of situational awareness to flight crew and increased 
workload. 

No GNSS 
position for ELT 

Search and 
Rescue 

Loss of GNSS signal could result in larger search areas for the  Emergency 
Locator Transmitters (ELTs) 

Table B1: Potential Impact from GNSS 

 
Consequence/Impact of risk occurring 
 
Category Effect on Aircrew and 

Passengers 
 

Overall ATM System effect 

 

Catastrophic 
1 

Multiple fatalities due to collision 
with other aircraft, obstacles or 
terrain 

Sustained inability to provide any service. 
 

Major 
2 

Large reduction in safety margin; 
serious or fatal injury to small 
number; serious physical distress to 
air crew. 

Inability to provide any degree of service (including 
contingency measures) within one or more airspace 
sectors for a significant time. 
 

Moderate 
3 

Significant reduction in safety 
margin. 

The ability to provide a service is severely 
compromised within one or more airspace sectors 
without warning for a significant time. 
 

Minor 
4 

Slight reduction in safety margin. The ability to provide a service is impaired within 
one or more airspace sectors without warning for a 
significant time 
 

Negligible 
5 

Potential for some inconvenience. No effect on the ability to provide a service in the 
short term, but the situation needs to be monitored 
and reviewed for the need to apply some form of 
contingency measures if the condition prevails. 
 

Table B2: Impact of Risk Occurring 
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Likelihood of risk occurring 

The definitions in the table (B3) were adopted for estimating the likelihood of an identified risk occurring, 
for this purpose, five situations are considered: 
Event is expected to occur 
 
1 More frequently than hourly 

2 Between hourly and daily 

3 Between daily and yearly 

4 Between yearly and 5 yearly 

5 Between 5 and 50 years 

6 Less frequently than once every 50 years 

Table B3: Likelihood of risk occurring 

Assessment of the level of risk and risk tolerance 
 
All identified risks were reviewed and provided for each an overall risk ranking which is a combination of 
the two characteristics of consequence and likelihood. For example, a risk with a major consequence but a 
“5” likelihood would be described as having an “A” or “unacceptable” risk rating. The conversion of the 
combination of consequence and likelihood into a risk rating has been achieved by use of the following 
matrix. 

Likelihood Criteria Consequence Criteria 

 

Event expected to occur: Catastrophic 
1 

Major 

 2 

Moderate  

3 

Minor 

 4 

Insignificant  

5 

1 More frequently than 
hourly 

A A A A C 

2 Between hourly and 
daily 

A A A B D 

3 Between daily and 
yearly 

A A B C D 

4 Between yearly and 5 
yearly 

A B C C D 

5 Between 5 and 50 
years 

A B C D D 

6 Less frequently than 
once every 50 years 

B C D D D 

Table B4: Risk Assessment Table 

 

The previous matrix provides a guide to determine which risks are the highest priorities from the 
perspective of the timeliness of the corrective action required. The following table outlines the position in 
more definitive terms. 
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Safety tolerability risk matrix 
 
Risk Index Range Description Recommended Action 

 
A 
 

Unacceptable Stop or cut back operation promptly if necessary. Perform 
priority/immediate risk mitigation to ensure that additional or 
enhanced preventive controls are put in place to bring down 
the risk index to the moderate or low range 
 

B 
 

High Risk Urgent action. Perform priority/immediate risk mitigation to 
ensure that additional or enhanced preventive controls are put 
in place to bring down the risk index to the moderate or low 
range 
 

C 
 
 

Moderate Risk Countermeasures actions to mitigate these risks should be 
implemented. 

D 
 

Low Risk Acceptable as is. No further risk mitigation required 

Table B5: Risk Tolerability Matrix 

 

Sample risk assessment 

The risk assessment table (B6) could be used to identify and capture the threats, select the risk rating based 
on the risk matrix above considering the existing controls. In addition, recommended actions could be 
selected to minimize the risk.  

L = Likelihood 
C = Consequence 
R = Risk 
Threat Initial 

Risk 
Existing 
controls 

Accept/Reduce Recommended 
controls 

Residual Risk 

L C R L C R 
          

Table B6: Sample Risk Assessment tables 
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The table (B7) below is an example of risk assessment for approach phase of flight, the detailed Risk 
assessment process is at Appendix B 

L = Likelihood 
C = Consequence 
R = Risk 

Threat Initial 
Risk 

Existing 
controls 

Accept/ 
Reduce 

Recommended 
controls 

Residual Risk 

L C R L C R 
Between 
daily and 
yearly 

3 2 A -Error 
message 
notification 
by avionic 

Reduce 1)using of on-board 
equipment (IRS); 
2)Interference 
detector by ANSPs 
3) executing miss-
approach 
 

3 4 C 

Table B7: Example Risk Assessment for Approach phase of flight 

Another example risk assessment for en-route phase of flight at table (B8) 

L = Likelihood 
C = Consequence 
R = Risk 

Threat Initial 
Risk 

Existing 
controls 

Accept/Reduce Recommended 
controls 

Residual Risk 

L C R L C R 
Between  5 
and  50 
years  (short 
time  GNSS 
Outage) 

5 5 D -Error message 
notification by 
avionic 
-Regulations/ 
law to protect 
the GNSS 
signal 
 

Accept -    

Table B8: Example risk assessment for enroute phase of flight 
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Appendix C 

GNSS Anomaly for the Period January 2015- June2018 
 

Brief data analysis of the incidents reported during Brief data analysis of the incidents reported by Air 
Operator is as follows: 

 
 
The data revealed that the most significant Flight Information Regions (FIRs) affected Beirut, followed by 
Cairo, Ankara, and Nicosia.  
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The data shows that the highest GNSS Outage occurred during the phase of flights cruise, approach, climb, 
and descent.  

 
 

 
The data shows the highest GNSS outage duration was between 5 minutes- 30 minutes. Regarding the 
Unknown (UNK) it could not be determined as the data was not provided.  
 

 
The A321, B777, and B737 were most flown aircraft type in areas most affected.  
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Implementation of Evidence Based Training (EBT) 

Position & detailed comments in response to NPA 2018-07 

 

1. Introduction 

While in general ECA endorses EBT and the principle of ‘less checking more training’ a cautious 

approach to the implementation of EBT is crucial, while keeping in mind several essential 

safeguards. Implementation of EBT means a paradigm shift and cannot be understood simply as 

replacement of a sometimes-outdated set of critical events with a new set. Crucially, EBT 

implementation must have as a goal more effective training programs with associated 

improvements in operational safety.  

In order to achieve that, it is crucial that EBT programs are closely linked to the respective 

operator’s environment and are not generic. Also, before a competent authority approves an EBT 

program for a respective operator, it must assess the operator’s capability to support the 

implementation of such program. Where a competent authority grants an approval for EBT 

programs, inspectors must receive qualification and training in EBT principles, application, 

approval processes and continuing oversight. 

The availability of data covering both flight operations and training activity has improved 

substantially over the past years. ECA therefore supports the implementation of EBT as a logical 

step to update the current training practices in the light of evidence from these data sources. It is 

however of utmost importance that data collection and the protection of data are at an adequate 

level, and only deindividualized data is being used for the training purposes. 

This paper outlines ECA’s views and concerns on selected proposals as introduced via 

NPA 2018-07, that - if approved and implemented - could have negative consequences on the 

quality of future pilot training. 

 

2. ECA’s key concerns as identified in NPA 2018-07 

To deliver on the anticipated improvements in pilot training quality and associated operational 

safety, the following concerns need to be addressed:  

 Too loose link of the EBT program to the operator 

 Insufficient involvement of the authorities in the approval of the operator’s competency 

framework  

 Insufficient requirements for EBT inspectors (need for qualification & training in EBT 

principles, application, approval processes and continuing oversight) 

 License revalidation by an instructor who has not performed the final competency 

assessment 

 Limited or no line flying practice for instructors  

 Practical assessment in competencies by an SFI1 

                                                 
1 Synthetic Flight Instructor 



2 
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 Training provided by pilots not being FCL instructors 

 Possibility for a renewal of type rating within an EBT program 

 Lack of provisions for adequate data collection and protection (use of deindividualized data 

for training purposes). 

 

3. Detailed comments 

◼ Operational characteristics of the operator and a key role to play for the national 

aviation authorities 

EBT programs cannot be generic but must be linked to the respective operator’s environment. 

When enhancing a baseline EBT training program it is important to first analyse the specific 

operational characteristics of the operator. This includes aircraft types, route structure and typical 

sector lengths, special operations, destinations requiring special attention, pilot experience levels 

and company/safety culture. It is very important to focus on the most critical operational risks 

identified and the training that can demonstrably mitigate these. Hence, there must be a close 

correlation between training and operations. 

Before approving an EBT programme for a respective operator - the competent authority must 

assess the capability of an operator to support the implementation of the EBT programme. The 

criteria of maturity of operator’s safety management system must be clearly defined in 

EASA’s governing regulation, and detailed guidance must be provided to enable the authority to 

assess what is meant by maturity. When capability is simply linked to the availability of resources, 

important aspects of such maturity might not be captured. 

Moreover, where a competent authority grants an approval for EBT programmes, inspectors 

must have received qualification and training in EBT principles, application, approval 

processes and continuing oversight. The competent authority shall assess and oversee the 

EBT programme, together with the processes that support the implementation of the EBT 

programme. For proper approval and oversight of evidence-based training programmes - it is 

therefore important that the inspectors are trained in EBT assessment of competence in the same 

way as any EBT instructor to be able to perform efficient supervision.  

Due to the lack of experience and the newness of the EBT concept, we are going to observe a 

disparity of criteria amongst competent authorities, which may affect crews, operators, and 

therefore might create an unfair competition by different requirements. National authorities will 

need to be trained and guided, to ensure that their assessment and oversight is standardised 

and aligned with the EASA principles.  

ECA proposes EASA to provide and be responsible for the training, guidance, oversight 

and final approval of EBT programs, at least in the initial stages of mixed and base line 

implementation. 

◼ Competency framework & involvement of the authorities 

Just like for quality processes and instructors’ standardization, the EBT concept offers the 

possibility for an operator to assess competencies with different frameworks. It is therefore the 

authority’s responsibility to approve the competency framework used by the operator’s program. 

Article 30 of the ICAO Convention puts in place the need of mutual recognition of licenses. 

Moving from a prescriptive to a competency-based system should be done with an equivalent 

level of responsibility of ICAO states. 
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An adapted competency framework is the DNA of an EBT program. The complexity of the task 

– i.e. of setting up such a competency framework and adapting it to the operational environment 

of the respective operator / ATO – is high enough to justify the authorities’ commitment, starting 

by defining what such framework means and entails. 

Licenses validities are based on delivery and revalidation processes. As EBT will introduce a 

new way to revalidate licenses and Class or Type rating – with the use of CBT – the revised 

ICAO PANS training2 should be the base line for EASA’s implementation and taking into account 

ICAO’s work on CBT. 

◼ EBT program and license validation 

Only instructors who are enrolled and thoroughly trained in the operators’ EBT program can be 

at the right level of knowledge for both the operational environment and the ATO specific 

competency model, and with the relevant experience3. 

ECA opposes the proposed concept of license revalidation4 allowing for a delegation of signature 

to someone who has not done the final competency assessment (or has not even been involved 

in the assessment at all). In other words: The examiner (TRE) conducting the respective EBT 

module must be the person signing the revalidation.  

◼ Instructors and examiners  

Integral and key part of any operator’s training corpse are the instructors and examiners.  

One of the rationales as introduced in the NPA is that EASA foresees monitoring only for 

examiners5 however wants to include qualified commanders and SFI in crucial parts of the 

program without any regulatory quality monitoring being required. 

An EBT instructor must be enrolled in the operators’ EBT program and have successfully 

completed the Operator's recurrent program6. This will ensure that the instructors providing EBT 

are flying the line for this designated EBT operator which is essential as this is a recurrent training 

scheme, not a qualification program. 

Air operations are evolving very quickly, as technology is in permanent evolution. Therefore, only 

regular exposure to normal operation will allow instructors to maintain a strong link 

between line experience and training – which is a fundamental pillar of the EBT concept.  

Line operations are under the privileges of TRI/TRE7 as it is required to hold a valid licence to 

train or check. Hence, only TRI/TRE are relevant for operational assessment in an EBT program. 

o SFI and the issue of competence and currency 

ECA opposes the use of SFI without adequate training & experience in the context of EBT. 

No practical assessment in competencies can be delegated to SFI in the context of EBT.  

According to NPA 2018-07, EBT is only considered for recurrent training for pilots already 

type qualified, and it is also used to validate the operational proficiency check. SFIs do not 

have any requirement to have line experience (1500 hours in a multi-pilot airplane) and even 

less to have recent experience of line flying in the airline. Therefore, they do not possess the 

competence to assess a pilot during a Line Orientated Exercise (LOE) or Scenario Based 

Training (SBT). This assessment can only be done by a TRE-EBT or a TRI-EBT. 

                                                 
2 Amendment 5 to be published 
3 As specified in ARO.OPS.226 (c) (2) (iv) 
4 Page 207 of the NPA 2018-07, referring to Annex 1 (Part FCL) to Regulation (EU) No 1178/2011 
5 AMC2 ARA.FCL.205 and GM to AMC2 ARA.FCL205(b) 
6 as per ORO.FCL.231 
7 TRE = Type Rating Examiner / TRI = Type Rating Instructor 
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The above comes from the definition of competency8 and shows that to be able to observe 
a competency the instructor must have a practical knowledge of the line flying activity. 

In addition to the above, instructors must be trained in, or hold, CRM-I in order to become an 

EBT instructor. Without a deep understanding of human factors and CRM, it is impossible for an 

instructor (regardless of the type and/or experience) to be able to identify, train and assess all 

competencies. 

The minimum level of instructor for EBT is TRI. As the validation of a module is giving credits 

against ICAO Annex 6 on one hand and allowing less frequent line checks on the other hand, 

the validation of one module cannot be done by less than a trained, standardised TRI. 

Moreover, having the ability to accurately apply the principles of fault analysis should be a 

major determinant in the selection process of an instructor who will be expected to conduct a 

competency-based training program such as EBT. 

Finally, ECA cannot support that FCL training is provided by pilots not being FCL 

instructors at all. This would not only create a legal loophole as those EBT instructors could 

potentially be trained by persons not proficient, but also not entitled to deliver FCL assessment. 

◼ Renewal of type-rating 

ECA is opposed to the possibility of renewal of type rating within EBT programme. As EBT is a 

new way of training for recurrent training, it is not mature enough to deliver or renew a licence, 

class or type rating. Renewal should remain under the existing training scheme.  

◼ Data collection and training data monitoring programme 

EBT is data driven. It is therefore of utmost importance that data collection and the protection of 

data are at an adequate level. This is not only relevant for protection of the system but also of 

the individual personal data.  

The operator must therefore establish and maintain a training data monitoring programme, of a 

non-punitive nature, containing adequate safeguards to protect the source(s) of the data. 

Flight data (as well as any other data collected) must be deindividualized, before it can be used 

for training purposes.  

◼ Assessment of non-technical skills & non-verbal communication 

Assessment of Non-Technical Skills requires a high level of training and standardization amongst 

the instructor corpse. Even for highly trained human factors specialists and psychologists it is 

almost impossible to correctly assess non-verbal communication, therefore behavioral indicators 

like “correctly interprets body language" should not be used towards a final competency 

assessment. 

◼ Mind change for the examiners & a need for a change of thinking 

Especially for scenario-based evaluation and training the range and variety of possible scenarios 

will increase and possibly differ from current LOFT scenarios through including other operational 

aspects than purely technical ones (e.g. including incidents in the cabin, on ground, Dangerous 

Goods issues and other external threats). This will require different (e.g. role play) qualities 

amongst the instructor corpse, which will need to be addressed in instructor training/recurrent 

training. 

 

                                                 
8 NPA page 16 
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Appendix 
 
Definitions - CBT vs EBT 

There seems to be, many times, confusion about the terms CBT and EBT, with some experts 

even using these terms interchangeability. We have therefore identified a need for a simple 

terminology clarification: 

Competency based training (CBT) is an underpinning concept, concentrating on the output of 

training. Teaching and learning using this approach aims at developing and strengthening 

concrete skills rather than learning abstract concepts. In CBTA - training and assessment are 

oriented at performance, with an emphasis on the standards of performance and their 

measurement. That on the other hand requires properly defined competencies and competence 

standards.  

Moreover, in CBTA focus is placed on the training and developing of competencies rather than 

on the pure assessment. Some competencies will have to develop over time and cannot be 

taught as such. The assessment as such must focus on the enhancement of the competency 

rather than just following a fail/pass concept. CBTA can exist independently from EBT. One 

example where that is the case – is MPL which shifted focus from prescriptive requirements to 

competency training and assessment. 

Evidence based training (EBT), on the contrary, relies on the concept of CBTA. According to 

the EBT methodology, as the name suggests, the curriculum/program for recurrent training is 

built on evidence, using the underpinning concept of CBT. In EBT, the development of the 

curriculum is data driven, synthesizing information from e.g. flight data records, training data, 

audit observations, accidents and incidents9. 

The approval of the program should be focused on the process and validation of developing the 

curriculum rather than on the contents itself.10 

New approach to pilot training 

Implementation of Evidence Based Training (EBT) by the operators means a paradigm shift. It 

cannot be simply understood as replacement of sometimes-outdated set of critical events with a 

new set. Rather, the scenario-based events should be used as a vehicle and a means to develop 

and assess crew performance across a range of required defined competencies. 

There are many elements that are crucial for the right EBT development. With EBT being based 

on ‘evidence’, one of these preconditions is a thorough data analysis capability within an 

operator, in order to evaluate all the available data. Such analysis must be conducted by a 

knowledgeable team of instructors and must rely on the data from multiple training sessions. 

In EBT programs – a ‘refocusing’ of the instructor is necessary. That includes putting focus on 

the root causes analysis of unsuccessfully flown maneuvers rather than simply asking the pilot 

to repeat a maneuver with no real understanding as to why it was not successfully flown in the 

first place. Within such an EBT session - the instructor needs to analyze where and why the 

maneuver was unsuccessful and come up with appropriate mitigating measures.  

E.g. an unstable approach is quite often caused by a bad descent planning in the first place, 

therefore a reposition on 6 miles final will not address the root cause of the problem. However, 

that analysis is not related to data as such, but is rather an observation. 

 
May 2019 

                                                 
9 ICAO Doc 9555 
10 As stated in ICAO Doc 9555 3.4.1. 
It is necessary to collect real world data from accidents, incidents, flight operations and training to feed and validate course 
development. Data collection as described in this manual has been used to construct the baseline EBT programme and will be 
reviewed and updated on a continual basis. The enhanced EBT programme described in Chapter 5 of this Part is intended to create 
an improvement to the baseline programme, utilizing operator-specific data. 


